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Electronic Discovery
And Vanishing Text Messages

As always, should you or any of your IM.
Force be caught or killed, the Secretary
will disavow any knowledge of your
actions. Good luck, Jim. This tape will
self-destruct in five seconds.

—“Mission: Impossible” (1966).

overt communications have come

along way since the old “Mission:

Impossible” means of ensuring

that confidential messages remain

secure.! New technologies have
emerged that let users set the shelf-life of
text messages they have sent, causing the
messages to expire and be deleted after a
preset period of time.? This new means of
communicating—where messages can
be there one minute and gone the next—
raises a host of questions for practitio-
ners in the rapidly developing landscape
of electronic discovery.

An informed discussion of the challenges
inherent in these ephemeral text messages is
necessarily grounded by the general princi-
ples governing what is discoverable, and the
obligation to preserve evidence. As a prelim-
inary matter, Federal Rule of Civil Procedure
26 sets forth broad guidelines for establish-
ing what is discoverable. Rule 26(b)(1) pro-
vides, inter alia: “Parties may obtain discov-
ery regarding any nonprivileged matter that
is relevant to any party’s claim or defense].]
...Relevant information need not be
admissible at the trial if the discovery
appears reasonably calculated to lead to the
discovery of admissible evidence.” Under
this general framework, text messages,
which have become a ubiquitous means of
communication, are clearly discoverable.?
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The obligation to preserve evidence when
a party “reasonably anticipates litigation” is
“well established.” As Judge Shira Scheind-
lin held in Zubulake v. UBS Warburg, LLC}
“[o]nce a party reasonably anticipates liti-
gation, it must suspend its routine docu-
ment retention/destruction policy and put
in place a ‘litigation hold[.]™® A “litigation
hold,” or “legal hold,” has been defined by
The Sedona Conference’ as:

a communication issued as a result of cur-

rent or reasonably anticipated litigation,

audit, government investigation or other
such matter that suspends the normal
disposition or processing of records.

Legal holds may encompass procedures

affecting data that is accessible as well

as data that is not reasonably accessible.

The specific communication to business

or IT organizations may also be called a

“hold,” “preservation order,” “suspension

order,” “freeze notice,” “hold order,” or

“hold notice.”

Preserving electronic evidence when
one reasonably anticipates litigation is no
easy task. For example, some metadata is
changed by the simple act of turning a com-
puter on.? In such an instance, spoliation
can be avoided by the simple practice of
avoiding turning on the computer until it

Expert Analysis

can be done by an expert in a forensically
sound manner. However, when dealing with
disappearing text messages, lawyers may
be faced with the problem of failing to
act quickly enough to preserve the data
in question, which may result in the data
being lost forever.

The advent of new services designed
to ensure that texts disappear after a
predetermined period raises a number
of practical considerations:

The advent of new services designed
to ensure that texts disappear after a
predetermined period raises a number
of practical considerations.

¢ Know What to Look for. This new mode
of communication highlights the need for
practitioners to keep abreast of emerging
areas where discoverable evidence may be
found. Discovery should not be limited to
only traditional avenues such as paper docu-
ments and e-mails, but, where appropriate,
should be viewed expansively to include
new avenues of communication, including
text messages, social media, Twitter, instant
messaging and the like. For example, accord-
ing to the American Academy of Matrimonial
Lawyers, 81 percent of its members have
either used, or have been confronted with
evidence from Facebook, MySpace, Twitter
and the like in the last five years.!? Attorneys
should be aware of these avenues of discov-
ery, and be diligent in both seeking them out
and preserving discoverable evidence.

¢ Cease and Desist—the Internal Litigation
Hold. Once the duty to preserve kicks in,
clients need to be apprised of the scope of
the litigation hold being implemented—in
writing, where appropriate.!! In the case of
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clients who make use of this sort of texting
application, they will need to be advised
to cease using it in a manner that would
result in potentially discoverable evidence
being destroyed. Of course, letting a client
use such an application for some purposes
and not for others could be a recipe for
disaster, should they inadvertently text on
a discoverable topic.

Prudence might dictate halting the use of
secret texting altogether, at least until litiga-
tion is completed (or no longer anticipated).
Practitioners will also want to round up the
actual smartphones believed to have discov-
erable material in an effort to preserve these
text messages before they expire, as the
failure to preserve such material could be a
sanctionable offense.!? Finally, the logistics
of how to get a copy of the text in question
before it disappears could be difficult.

Discovery should not be limited to
only traditional avenues such as
paper documents and e-mails, but,
where appropriate, should be viewed
expansively to include new avenues
of communication, including text
messages, social media, Twitter, instant
messaging and the like.

¢ Cease and Desist—the External Liti-
gation Hold. Consider the following hypo-
thetical: on day one, a text message set
to delete itself in 30 days is sent. On day
seven, litigation is reasonably anticipated,
and the duty to preserve the hypotheti-
cal text commences. However, the text in
question resides not only on the sender’s
and recipient’s devices, but on the server
of the company offering this secure mes-
saging service.

As such, in addition to circulating an inter-
nal litigation hold notice, the third party
company offering the secret texting applica-
tion should receive notice of the litigation
hold as well, to notify it to cease its routine
deletion of texts despite its agreement
to do so after the predetermined period
has elapsed.!?

¢ Reasonable Retention Policy? Many
companies have document retention poli-
cies governing the length of time that docu-
ments are preserved. The use of a mode
of communication that permits users to
specify that text messages can expire after
as short a period as one minute likely runs

afoul of many traditional policies. Moreover,
even if a policy would permit such a short
retention span, it is questionable whether
courts would view such a document reten-
tion policy as reasonable.!*

e Is It Really Gone? While every situa-
tion is different, it is sometimes possible
for deleted files to be recovered via com-
puter forensic investigation. For example,
in a recent breach of fiduciary duty action
in the Eastern District of Virginia,'® cer-
tain third party witnesses were ordered
to produce their computer for forensic
inspection to review it for documents
not produced pursuant to an outstand-
ing subpoena. They were also ordered not
to touch the computer, other than turning
it off. Forensic review revealed that not
only had the computer been used after
the court’s explicit order to the contrary,
but that over 500 files had been manually
deleted. The forensic reviewer was suc-
cessful in recovering some of the files,
many of which were highly relevant and
should have been produced. As such,
there exists at least the possibility that
texts “deleted” after the preset period has
elapsed could be recovered via computer
forensic review.

Conclusion

Self-deleting texting applications are
finding use in a number of industries.
As a Feb. 4, 2011 Wall Street Journal
article reported, one doctor required his
staff of approximately 40 individuals to
start using one such service, as it gives
physicians a means to communicate
that complies with applicable federal
regulations.!6

Only time will tell how prevalent the use
of such services will become, the effects
such self-deleting texting technology will
have on the world of electronic discovery,
and how this area will evolve. As the use
of vanishing text messages becomes more
common, it is increasingly important for
practitioners to be aware of the unique elec-
tronic discovery challenges they pose—
both to effectively litigate cases and to
avoid potential sanctions for spoliation.
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